User Guide

How to use the NYS Wallet App

Android User Instructional Guide

This guide explains how you can take advantage of the NYS Wallet app. Follow the stgpstep
instructions to understand the process in depth or use the table of contents to quickly skip to the section

you need.
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About this app

Data safety

1. Download NYS Wallet App

1.1 Navigate to the Google Play Store app on your device or to the Google
Play site using your browser.

1.2 Enter ANYS Walleto in the Google Play sea
1.3 Tap Al nst alNYSWidlleeapg.own!|l oad t he

1.4 Exit the Play Store.
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2. Launch App

2.1 To launch the app, tap the ANYS Wall et
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Terms and Conditions

Acceptance of Terms and Conditions

The New York State (NYS) Wallet application is
used only for the NYS Wallet program. Once
you have downloaded and installed the NYS
Wallet application on your device, the Wallet
will allow you to download and store digital
credentials which you can choose to present
to a verifying party for scanning by the NYS
Scanner application or similar digital
credential scanning application.
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Terms and Conditions

Acceptance of Terms and Conditions

The New York State (NYS) Wallet application is
used only for the NYS Wallet program. Once
you have downloaded and installed the NYS
Wallet application on your device, the Wallet
will allow you to download and store digital
credentials which you can choose to present
to a verifying party for scanning by the NYS
Scanner application or similar digital
credential scanning application.

I accept the Terms and Conditions

@\ accept the Terms and Conditions
CONTINUE CONTINUE

3. Read and Accept Terms and Conditions

3.1 After the app launches, you will be directed to the Terms and
Conditions. Scroll through to read the entire Terms & Conditions. You must
accept the Terms and Conditions to continue.

3.2 If you agree to the Terms and Conditions, tap the blue checkbox. A
checkmark will appear in the box.

3.3 Tap "Continue" to proceed to the next screen.
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Privacy Policy

Privacy Policy for New York State (NYS)
Wallet Program

The New York State ("NYS”) Wallet application
provides a central location on a mobile
computing device for holding multiple digital
credentials that an individual can use for
credential storage, presentation, and
verification. The information you provide to
obtain a NYS Wallet application will not be used
by New York State for any other purpose. The
use of the NYS Wallet application is completely
voluntary, and it can be downloaded for free on
applicable devices.

Data

When you apply for a digital credential to
download and store in your NYS Wallet
application, data is provided by you as the user
according to the Authorization to Disclose
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such as expiration reminders for your individual
agency credentials contained within the NYS
Wallet app.

Information Security

Data you provide is maintained in a secure
manner and will not be used for sales or
marketing purposes or shared with a third

party. The NYS Wallet application complies with
NYS Information Security policies and
procedures located at
https://its.ny.gov/ciso/policies/security.

Changes to our Privacy Policy

New York State may update this Privacy Policy
from time to time to reflect changes to our data
governance practices. The revised Privacy
Policy will be posted here with an updated
revision date. We encourage you to check back
periodically for any changes or updates.

Updated August 19, 2022

CONTINUE

VIEW PRIVACY POLICY ON NY.GOV

4. Read Privacy Policy

EXCELSIOR
PASS

Privacy Policy

Protecting your Privacy

The Excelsior Pass is & voluntany program
el chn b ulikzed with of sithaut B
Excelsicr Pass Waled smariphone app. i s
dasagned 1o onabh a8 reapening of Naw
Yiork Shati coromy.

= The Escelsior Pazs websie

dligital credentisl (pass) 1
infaimEation aboul yous COVID-13
waccination or negative lesting status

4.1 The following screen will display the Privacy Policy. Scroll through to

read the Privacy Policy.

about the Privacy Poli

4.2 To read mor e C
open the web

on NY.gov" |link, which wil/
will then need to return to the NYS Wallet app to continue.
4.3 Return to the NYS Wallet by tapping the "back" button on your device.

4.4 Tap "Continue" to proceed to the next screen.
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< Wallet Security €<  SetPIN <  SetPIN

Set your PIN Enter your PIN again

00000000

New PIN set
Wallet Security
NYS Wallet now requires a PIN. This is used to
keep your digital credentials safe. You can use
your phone’s Facial Recognition/Fingerprint
settings to sign in even faster. To access your
current credentials, please set up your PIN now.

Learn more

5. Set up Security PIN

5.1 Before going any further in the NYS Wal
PIN. Tap on the option "Set PIN" to proceed.

5.2 To learn more about why the NYS Wallet app requires a PIN on login,
choose6Learn Moreo.

5.3 Set an 8-digit PIN for the NYS Wallet app that has no more than 3
consecutive or 3 repeating numbers.

5.4 Once youovaigntermPddN yonwre,8 youol | need
PIN again for verification.

5.5 I'f youbve entered your PIN twice correc
"New PIN set" message. Tap 'OK' to continue.
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& Set PIN

Enter your PIN again

Q0000000

Enable Biometrics for Faster Login

You can use your phone’s Biometric R i
reader for faster login and presentation of Enable Biometrics

credentials. NYS Wallet

Enable biometrics for NYS Wallet by
authenticating now.

6. Set up Facial Recognition/Fingerprint Login

6.1 If your device has Facial Recognition/Fingerprint capabilities, you can
enable it for faster login. Tap on "Yes" to enable Facial
Recognition/Fingerprint login.

6.2 After tapping "Yes", a device pop-up will ask if you want to enable Facial
Recognition/Fingerprint login for NYS Wallet. To allow, authenticate with
your Facial Recognition/Fingerprint.

6.3 If you select "No," Facial Recognition/Fingerprint login will not
be enabled.
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NYS Wallet

You have no Passes.

First, start with the Excelsior Pass Website
to get your Pass.
£

From the site, you can add your Pass to your Excelsior
Pass Wallet

GET MY PASS

If you already have your Pass from the website,
you can add it now.

Or by scanning your Pass
QR Code

rm
Lt
Add from a screenshot
of your Pass

ADD A PASS

/. Get a Pass
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X Excelsior Pass

Excelsior Pass Plus

NEW
YORK
%’}TE

What is Excelsior Pass Plus?

Your Vaccination Pass Plus provi

4 L

EXCELSIOR
PASS PLUS

Excelsior Vaccination Pass Plus

Excelsior Pass Plus is a secure, digital copy of
your COVID-19 vaccination record.

des safe

access to your vaccination information and
includes vaccine type, site, and date of your
catiop | =RVl D] io fatal

y English

7.1 To obtain an Excelsior Pass Plus, you must visit the Excelsior Pass website. To
open

]
i

7.2 If you meet eligibility criteria (i.e., a negative PCR or antigen test result or COVID-

How

nstructi

the website
to Use the N
ons. Tap

from NYS Wal
ew York Stat
the 0X0 to

l et | tap
e Excel si
exit t he

19 vaccination completed in New York State), one or more Passes can be saved to
your Wallet.

t he
or
Get

app
Pass

My

0

P

s
W
a
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COVID-19 PCR Test
Excelsior Pass Plus

Testing Details

Melvin Fernandez

D.0.B.

01/14/2000

FYDIREQ

/. Get a Pass

7.3 It is possible you are eligible for multiple Passes, but only some are
available. In that case, you can still choose to download the available Passes by
tapping AAdd to Your Excelsior Pass Wall et

7.4 If you already have a Pass, you can skip ahead to Section 6, which explains
other ways to add Passes to your NYS Wallet app.
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NYS Wallet

You have no Passes.

First, start with the Excelsior Pass Website
to get your Pass.

..E]

From the site, you can add your Pass to your Excelsior
Pass Wallet.

GET MY PASS

If you already have your Pass from the website,
you can add it now.

{ O |
4 el
Add from a screenshot  Or by scanning your Pass
of your Pass QR Code

ADD A PASS

Scan a Pass QR Code

Add from Photo Library

Get My Pass

8. Add Passes to NYS Wallet App

8.1 Once you have obtained an Excelsior Pass Plus using the Excelsior Pass

website, you can add it to your NYS Wallet app.

8.2 To add your existing Passes to the NYS Walllet, open the app and either:

Tap the A+0 button or

t he

inAdd

a

Passo

you the three ways to add a Pass to the app. Each of these will be covered in

the following sections.

A Scan Pass QR code
A Add from Photos
A Get My Pass

8.3 Tap ACancel 6 to return

t

(0]

t

he

back

but't

t

(0]

t
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10 take pictures and

record video?

é-.S: Scan a Pass QR Code

A CA RA ACC
Add from Photo Library LAUW CALS ke
Get My Pass
CANCEL

9 . Add Printed Pass wi

m Allow Excelsior Pass

t h

9.1 To add a Pass by scanning, tap fAScan

9.2 If this is the first time you have installed NYS Wallet, you will see an
alert on the screen, because the app requires your permission to access
your devicebs camer a.

9.3 Tap AAll owo on the alert so that
Pass.

you

nsS

Pass

can L
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[.‘. Allow Excelsior Pass
=)
10 take pictures and
- tan?

e

ALLOW CAMERA ACCESS
LIZANCCL

9 . Add Printed Pass with ASc

9.4 |1 f you yeWileseesta mésEagereftingdyou know that permission has been
denied. Tap AOKO on the message.

9.5 Tap fAAll ow Camera AccessoO again to give NYS
asked permi ssion again and can tap AAll owdo to a
ADondét Ask Againodo and tap ADeny, 0 you wil!/ have
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COVID-19 Rapid Test

Successtully Added

9 . Add Printed Pass with nSc

9.6 After you give the app permission, the camera should activate. If you would like to exit
the camera screen, you can tap ACancel 0 at any

9.7 Point the camera at the QR code on your printed Excelsior Pass Plus, making sure
that that the entire QR Code is within the frame.

9.8 If the printed Pass youbve scanned is val:i
briefly display. You will have then successfully added the Pass to your Wallet.
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:Sﬂ: Scan a Pass QR Code

] Add from Photo Library

—E] Get My Pass

10. Add Pass with Add from Photos

10.1 To add a Pass from the photos on your de\
from Photos. o

10.2 The NYS Wallet app will dis
the album youdd | ike to h
QR code you would like to add to the Wallet.
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Active Passes (1)

COVID-19 Rapid Test

Jane McDowell

oos
04/30/1986

(8320
046/08/2021 + 5.00 PM
Successfully Added

10. Add Pass with Add from Photos

10.3 I f the Pass youobve selected from Photos i
message. Tap AOKO to dismiss this message. Yo
Pass to your Wallet.



Troubleshooting Passes

A Pass Not Valid

§  The Pass you scanned ia not vald
=

.

11. Add Passes that are Not Valid

11.1 If you follow the steps in Section 7 or Section 8, and the Pass you have added is
not valid, you will see the fAPass Not Valido

message. The Pass will not be added to your Wallet.

11.2 To dismiss the APass Not Valido message,
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A Pass Already Added

.

ooks
added

12. Add Duplicate Passes

12.1 If you follow the steps in Section 7 or Section 8, and the Pass you have added is
already in your Wallet, you wil/ see the fiPas:
ASuccessfully Addedd message. The Pass wil/ n (

12.2 To dismiss the APass Already Addedo messz¢



Troubleshooting Passes

You have no Passes.

Fist, start with the Excelsior Pass Website
10 get your Pass.

8

A Pass Not Found

13. Add Other QR codes

13.1 If you follow the steps in Section 7 or Section 8, and the QR code you have added

is not an Excelsior PassPlus, you will see the APass Not Fol
the ASuccessfully Addedod message. SinPug the |
it will not be added to your Wallet. For example, this would occur if you scanned a QR

code intended for a boarding pass or for other purposes.

13.2 To dismiss the APass Not Foundo message,
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Add Pass

3 scmaPasoRCode

B Add feom Photo Library

£)  cemyram

A QR Code Not Clear

14. Add Unclear QR Codes from Photos

14.1 If you follow the steps in Section 8, and the photo you have added does not have a

clear QR code you will see the AQR code Not
ASuccessfully Addedd message. This may be be
had dim lighting or was taken from an angle that the app cannot recognize a QR code

in the photo. Please take clearer photo of your Pass and try again.

14.2 To dismiss the AQR code Not Cleard mess:
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COVID-19 Vaccination
Excelsior Pass Plus

Vaccination Details

Melvin Fernandez
D.OB.

01/14/2000

Always keep the Pass Plus secure and only
share/present with trusted entities.

Please have photo ID available when
presenting your Pass Plus for verification.

11:38 s § B

& Vaccination Details

VACCINATION DETAILS

DATE DOSE 1 0F 1
04/13/2021
VACCINE TYPE

Janssen COVID-19 Vaccine

VACCINATION SITE

sociis natoque penatibus

LOT NUMBER

111X345

15. View a Pass i Excelsior Pass Plus

15.1 In your NYS Wallet, tap the Excelsior Pass Plus to expand the Pass and see the QR code.

15.2 If you have an Active Pass, you can present it as needed to share your vaccine status.

15.3 To see your

vaceci

nation det ail

vaccination information like vaccine date, type, site, and lot number.

15.4 To di smi ss

Pass details vi

ew and

ect iV

retur
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COVID-19 Vaccination
Excelsior Pass Plus

Vaccination Details

Melvin Fernandez

D.O.B.

01/14/2000

Always keep the Pass Plus secure and only
share/present with trusted entities.

16. Share a Pass

16.1 On the detailed Pass view, tap fAShare

16.2 The app will display Android share options.

P a



